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ABSTRAK

Perkembangan teknologi saat ini memberikan dampak positif di berbagai bidang,
termasuk internet. Seiring meningkatnya sumber daya manusia pemahaman dan
kesadaran akan masalah keamanan sistem selalu menjadi ancaman setiap saat,
terutama bagi pengembang aplikasi. Solusi untuk melindungi jaringan dari
gangguan atau serangan hacker dapat dilakukan dengan self-test, yaitu pengujian
yang dilakukan pada web server dengan tindakan yang sah seperti hacker salah
satu metode selftest ini adalah Penetration test (Pentest). Pada penelitian ini
dilakukan uji penetrasi testing berdasarkan ketentuan OWASP Top 10 2017 pada
domain mail server Lokal yaitu mail.umtk.sch.id. Pengujian dilakukan dengan
menggunakan aplikasi OWASP Zap dan Acunetix aplikasi ini dirancang untuk
mensimulasikan tindakan seorang peretas dalam menemukan kerentanan pada
website. Berdasarkan pengujian menggunakan OWASP ZAP dan Acunetix
menunjukkan bahwa website server local yang berdomain mail.umkt.sch.id
memiliki 9 kerentanan dan berdasarkan OWASP TOP 10 2017 memiliki 5 kategori
kerentanan yaitu (A2) Broken Authentication, (A3) Sensitive Data Exposure, (A5)
Broken Access Control, (A6) Security Misconfiguration dan (A9) Using Components
with Known Vulnerabilities.

Kata Kunci : Penetration Testing, Mail Server, OWASP TOP 10 2017



ABSTRACT

The current technological advancements have had a positive impact in various
fields, including the internet. With the increasing human resources, understanding,
and awareness, security issues in systems have always been a threat, especially for
application developers. Solutions to protect networks from disruptions or hacker
attacks can be done through self-testing, which involves testing the web server
with legitimate actions like a hacker. One of these self-testing methods is
Penetration Testing (Pentest). In this research, a penetration testing was
conducted based on the OWASP Top 10 2017 guidelines on the local mail server
domain, mail.umtk.sch.id. The testing was performed using OWASP Zap and
Acunetix applications, which are designed to simulate the actions of a hacker in
discovering vulnerabilities on a website. Based on the testing using OWASP ZAP
and Acunetix, it was found that the local server website with the domain
mail.umkt.sch.id has 9 vulnerabilities and falls into 5 vulnerability categories
according to OWASP TOP 10 2017: (A2) Broken Authentication, (A3) Sensitive Data
Exposure, (A5) Broken Access Control, (A6) Security Misconfiguration, and (A9)
Using Components with Known Vulnerabilities.

Keywords: Penetration Testing, Mail Server, OWASP Top 10 2017
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