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ABSTRAK

Serangan jaringan merupakan ancaman yang serius dalam lingkungan
akademik. Untuk melindungi jaringan dari serangan, diperlukan sistem yang
mampu mendeteksi dan mencegah serangan tersebut. Penelitian ini bertujuan
mengembangkan dan mengimplementasikan Intrusion Detection System (IDS)
Suricata untuk mendeteksi dan mencegah serangan jaringan. Penelitian ini
menggunakan metode Security Policy Development Life Cycle (SPDLC) dengan
tahapan analisis kebutuhan, perancangan sistem IDS, implementasi IDS pada
jaringan, serta pengujian dan evaluasi sistem IDS yang dikembangkan. Hasil
analisis dari penelitian ini menunjukkan bahwa IDS Suricata mampu mendeteksi
serangan Slowloris, Nmap Scan, Denial of Service (DOS), dan PingFlood. Waktu
yang diperlukan untuk mendeteksi serangan Slowloris adalah 3 menit, sedangkan
untuk serangan Nmap Scan, DoS, dan PingFlood terdeteksi real-time. IDS
Suricata bekerja dengan baik dalam mendeteksi paket-paket ancaman,
perbedaan waktu dalam deteksi serangan bervariasi dikarenakan setiap serangan
memiliki karakteristik yang berbeda.

Kata kunci : Instrusion Detection System (IDS) Suricata, Security Policy
Development Life Cycle (SPDLC), SLowloris, Nmap Scan, Denial of Service (DoS),
PingFlood.
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ABSTRACT

Network attacks pose a serious threat in academic environments. To
protect the network from such attacks, a system capable of detecting and
preventing them is needed. This research aims to develop and implement Suricata
Intrusion Detection System (IDS) to detect and prevent network attacks. The
research utilizes the Security Policy Development Life Cycle (SPDLC) method,
involving stages such as requirement analysis, IDS system design, IDS
implementation on the network, and testing and evaluation of the developed IDS
system. The analysis results of this research show that Suricata IDS is capable of
detecting Slowloris, Nmap Scan, Denial of Service (DoS), and PingFlood attacks.
The detection time for Slowloris attack is 3 minutes, while real-time detection is
achieved for Nmap Scan, DoS, and PingFlood attacks. Suricata IDS performs well
in detecting threat packets, and the variation in detection time for different
attacks is due to their distinct characteristics.

Keywords: Intrusion Detection System (IDS) Suricata, Security Policy Development

Life Cycle (SPDLC), Slowloris, Nmap Scan, Denial of Service (DoS), PingFlood.
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