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ABSTRAK

Website yang rentan akan sangat berbahaya jika penggunanya menyimpan
informasi penting terkait data pribadi ketika terjadi serangan SQL Injection. Oleh
karena itu, penelitian ini bertujuan untuk mengetahui kerentanan dengan
melakukan vulnerability detection menggunakan tools nmap dan nikto serta
penetration testing menggunakan tools sqimap terhadap target. Dalam penelitian
ini akan dilakukan penetration testing dengan serangan SQL Injection terhadap
celah keamanan database website menggunakan metode SSDLC yang terdiri dari
tahapan requirements, design, implementation, testing, deployment, dan
maintenance. Diperoleh hasil dari target pertama mempunyai SSL tetapi terdapat
kerentanan SQL Injection sehingga mudah di eksploitasi, selanjutnya target kedua
tidak mempunyai SSL yang terdapat kerentanan SQL Injection namun terdapat waf
sehingga gagal di eksploitasi, dan target ketiga tidak mempunyai SSL tetapi tidak
terdapat kerentanan SQL Injection sehingga gagal kembali melakukan eksploitasi.
Vulnerability detection menggunakan tools nmap dan nikto pada target pertama
selisih selama 7 menit, sedangkan pada target kedua selisih selama 8 menit dan
pada target ketiga selisih selama 88 menit. Dan kemudian hasil durasi penetration
testing menggunakan sqimap pada target pertama menghasilkan durasi 37 menit
yang cukup lama, namun target kedua dan ketiga menghasilkan durasi yang cepat
hanya selisih 2 menit. Nmap lebih cepat mendeteksi kerentanan daripada nikto,

namun nikto memberikan output detail.

Kata kunci: Database Website, SSDLC, Penetration Testing, SQL Injection
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ABSTRACT

A vulnerable website will be very dangerous if its users store important
information related to personal data when an SQL Injection attack occurs.
Therefore, this study aims to determine vulnerabilities by performing vulnerability
detection using nmap and nikto tools as well as penetration testing using sqimap
tools against targets. In this research, penetration testing will be carried out with
SQL Injection attacks against website database security holes using the SSDLC
method which consists of the stages of requirements, design, implementation,
testing, deployment, and maintenance. The results obtained from the first target
have SSL but have SQL Injection vulnerabilities so it is easy to exploit, then the
second target does not have SSL which has SQL Injection vulnerabilities but has waf
so it fails to exploit, and the third target does not have SSL but does not have SQL
Injection vulnerabilities so it fails back to exploitation. Vulnerability detection using
the tools nmap and nikto on the first target the difference is 7 minutes, while the
second target is 8 minutes and the third target is 88 minutes. And then the results
of the duration of penetration testing using sqlmap on the first target produce a
duration of 37 minutes which is quite long, but the second and third targets
produce a fast duration of only 2 minutes. Nmap is faster at detecting

vulnerabilities than nikto, but nikto provides detailed output.

Keywords : Website Database, SSDLC, Penetration Testing, SQL Injection
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